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1. During the review of the security logs you notice some unusual traffic. It seems that a user has connected to your
Web site ten times in the last week, and each time has visited every single page on the site. You are concerned this
may be leading up to some sort of attack. What is this user most likely getting ready to do?

A. Mirror the entire web site.

B. Download entire DNS entries.

C. Scan all ports on a web sener.

D. Perform a Distributed Denial of Senice attack through the Web senr.

E. Allow users to log on to the Internet without an ISP.

Answer: A

2. In order for your newly written security policy to have any weight, it must be implemented. Which of the following
are the three components of a successful Security Policy Implementation in an organization?

A. Policy Monitoring

B. Policy Design

C. Policy Committee

D. Policy Enforcement

E. Policy Documentation

Answer: ABD

3. What is a problem with symmetric key cryptography?

A. It is slower than asymmetric key cryptography

B. Secure distribution of the public key

C. There is a lack of encryption protocols that can use symmetric key cryptography
D. Secure distribution of a secret key

E. Symmetric key cryptography is reserved for the NSA

Answer: D

4. During a one week investigation into the security of your network you work on identifying the information that is
leaked to the Internet, either directly or indirectly. One thing you decide to evaluate is the information stored in the
Whois lookup of your organizational website. Of the following, what pieces of information can be identified via this
method?

A. Registrar

B. Mailing Address

C. Contact Name

D. Record Update

E. Network Addresses (Private)

Answer: ABCD

5. What encryption algorithm was selected to replace DES?
A. RC5

B. IDEA

C. AES

D. Blowfish



E. RSA
Answer: C

6. As per the guidelines in the ISO Security Policy standard, what is the purpose of the section on Physical and
Environmental Security?

A. The objectives of this section are to awoid breaches of any criminal or civil law, statutory, regulatory or contractual
obligations and of any security requirements, and to ensure compliance of systems with organizational security
policies and standards.

B. The objectives of this section are to prevent unauthorized access, damage and interference to business premises
and information; to prevent loss, damage or compromise of assets and interruption to business activities; to prevent
compromise or theft of information and information processing facilities.

C. The objectives of this section are to provide management direction and support for information security.

D. The objectives of this section are to maintain appropriate protection of corporate assets and to ensure that
information assets receive an appropriate level of protection.

E. The objectives of this section are to control access to information, to prevent unauthorized access to information
systems, to ensure the protection of networked senices, and to prevent unauthorized computer access.

Answer: B

7. You hawve just become the senior security professional in your office. After you have taken a complete inventory of
the network and resources, you begin to work on planning for a successful security implementation in the network.
You are aware of the many tools provided for securing Windows 2003 machines in your network. What is the function
of Secedit.exe?

A. This tool is used to set the NTFS security permissions on objects in the domain.

B. This tool is used to create an initial security database for the domain.

C. This tool is used to analyze a large number of computers in a domain-based infrastructure.

D. This tool provides an analysis of the local system NTFS security.

E. This tool provides a single point of management where security options can be applied to a local computer or can
be imported to a GPO.

Answer: C

8. You are working with some new RPM files on your Linux system. You know there are several options when dealing
with RPM files. Which of the following answers lists proper RPM commands, with the correct description of the
command?

A. rpm -q <package name> This command performs software \erification.

B. rpm -e <package name> This command removes the software.

C. rpm -v <package name> This command performs software verification.

D. rpm -r <package name> This command removes the software.

E. rpm -i <package name> This command installs the software.

F. rpm -in <package name> This command installs the software.

Answer: ABE

9. Attackers have the ability to use programs that are able to reveal local passwords by placing some kind of a
pointer/cursor over the asterisks in a program's password field. The reason that such tools can uncover passwords in
some Operating Systems is because:

A. the passwords are simply masked with asterisks

B. the etc/passwd file is on a FAT32 partition

C. the passwords are decrypted on screen

D. the password text is stored in ASCII format

E. the etc/passwd file is on a FAT16 partition

Answer: A

10. To maintain the security of your network you routinely run several checks of the network and computers. Often
you use the built-in tools, such as netstat. If you run the following command:






